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Army Leader Dashboard is tackling

the Army’s data problem
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SO MUCH DATA,
SO LITTLE TIME
You still must know what matters

and how to measure it correctly

FUTURE OF Al
IN WEAPON SYSTEMS
AT’s coming to the fight. But first we need
to think through moral, ethical implications

DATA IS DECISIVE
The Army begins to identify
the acquisition data domain
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From the Editor-in-Chief

ata, data everywhere and not a datum to analyze

(with apologizes to Samuel Taylor Coleridge’s

“The Rime of the Ancient Mariner”). We are

awash in data today. Your cellphone tracks your
steps; satellites give your exact location on Earth; your car sends
updates on oil changes; and your credit cards monitor your
spending habits—and that’s just you. Imagine you're in busi-
ness and you need to know the latest costs of goods, shipping
and labor, not to mention customer purchasing habits, exchange
rates, taxes, etc. You can track that! (How do you think Walmart
Inc. or Amazon.com Inc. “suggests” what you might want to
buy, or a Facebook ad pops up with just what you didn’t know
you needed? Data.)

Now, imagine you’re running the largest organization in the
world, the Department of Defense, with more than 3 million
people and a budget in excess of $700 billion per year. You need
to make smart decisions on what to buy, what to make, pay raises,
incentives, operating costs, and at every turn you need to be
as efficient as possible with the taxpayers’ money. How? Data,
or, more precisely, the facts or pieces of information we collect
on everything from research, development, testing, engineering,
contracting, maintenance and sustainment, to workforce skills,
fund execution rates and program execution status—everything
can be and is a data point.

And now, the rub: To make the best decisions based on data, you
have to know what data you want, where it is, how to gather it
and how to analyze it. You also need to make sure the data you
get is “authoritative”—reliable and accurate. And, for the military,
there’s one more hurdle—there are thousands upon thousands of
data systems, and literally millions of users. Linking these systems
and ensuring that the data is refreshed and maintained properly,
entered correctly (no text where a number should be, or vice versa)
and useful is a huge challenge. As Dr. Bruce D. Jette, the Army
acquisition executive (AAE), points out in his column on Page 4,
a great deal of data that the Army needs resides in spreadsheets
on individual computers that aren’t part of a larger data system.

As with most things, the Army has a plan for getting data under
control and using it to make the best decisions possible, and
that is the focus of this issue: Army data from the foxhole to the

Pentagon. The AAE is work-
ing to create a holistic life
cycle for acquisition data,
and his office is developing
the acquisition data domain.
Maj. Mario Iglesias has the
inside story on the domain’s
development in “Data Is
Decisive” on Page 8.

Find out how this frame-
work will drive better

decision-making. Then, see

how Army leaders might

use all this data in the @ Email Nelson McCouch IlI

newly created Army Leader ArmyALT@gmail.com

Dashboard (“Creating

Insight-Driven Decisions,”

Page 14). Also, Dr. Dan Stimpson from the office of the Army’s
Director, Acquisition Career Management offers a thought-
provoking look at the limitations of data, in “So Much Data, So
Little Time” on Page 122.

It’s not all about the data, though. In our continuing series,
“ASA(ALT) at Work,” we have a fascinating profile on Page 22 of
the Program Executive Office for Enterprise Information Systems,
which is rolling out the Army’s new integrated pay and personnel
system, and working to provide a dashboard whereby Army lead-
ers can get the information they need about acquisition programs.

From one of the many authors with doctorates in this issue
comes a provocative commentary from Dr. Gordon Cooke of
West Point, formerly of the U.S. Army Research, Development
and Engineering Command. In “Magic Bullets” on Page 116, he
looks at the future of artificial intelligence-powered weapons and
the moral and ethical implications therein.

Find these and other interesting articles from around the Army
acquisition community and beyond in this issue. If you have
story ideas, comments or concerns for future issues, please drop
us a note at ArmyALT@gmail.com. We look forward to hear-
ing from you.

Nelson McCouch IIT
Editor-in-Chief

https:/lasc.army. mil
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(Image by Michelle Strother,
U.S. Army Acquisition Support Center)
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FROM THE ARMY

ACQUISITION EXECUTIVE

DR. BRUCE D. JETTE

THE ZEN
OF DATA

Managing data holistically from the foxhole to
the Pentagon enables better decision-making.

he old saying is that “an army runs on its stom-
ach,” but that’s not quite the case anymore. With
our feet firmly planted in the digital age, our
Army doesn’t run on its stomach—it runs on data.

Currently the acquisition community has no enterprise-wide
tools for managing Army acquisition-related data such as
financial information, system requirements, logistics or sched-
ules. The execution of billion-dollar programs is maintained
on isolated Excel spreadsheets of program and budget analysts.
When senior decision-makers need information, they have to
send a request through their chain of command. That request
then gets consolidated over the course of days and weeks by
various headquarter elements until the needed information
is sent back up the chain. It takes too much time. At pres-
ent, there is no efficient and effective way to store and share
the data that leaders need when they need it. We are chang-
ing that.

Commercial companies such as Amazon and Google and the
financial industry have demonstrated that current and emerg-
ing technologies make data management critical to being an
industry leader. Now is the time for Army acquisition to invest
in the tools and governance structures that will facilitate a data
culture transformation in the Army.

I believe effective data management is one of the keys to
successfully rationalizing Army data—in other words,

grouping related data fields into tables, determining key fields
and then relating those tables using common key fields. Effi-
cient access to the right data allows Army leaders to make
better, well-informed decisions. But to achieve effective data
management, we need to change the way we conduct busi-
ness—change our culture—from the executive level at the
Pentagon to the Soldier in the foxhole.

HOLISTIC DATA

Data is defined as factual information used as a basis for
reasoning, discussion or calculation. It is invaluable, but only
if it is collected, managed and maintained properly. With-
out effective data management, our business processes could
experience a dependability breakdown—there could be dozens
of needlessly duplicated processes, products could be wildly
over budget and anything that’s measured in numbers, like
how many tanks are operationally ready, could be totally
inaccurate.

The Army is an enormous entity, and the amount of data it
generates is staggering. The acquisition enterprise itself is no
small part of that, and we’re aiming to have a holistic approach
to managing data. It is absolutely imperative.

Right now, data is stored in many different locations—in
various clouds or on many different servers—and isn’t partic-
ularly accessible to those who may need it; it’s siloed. In other
words, we have different datasets in different places, and no

hetps:/lasc.army. mil
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THE ZEN OF DATA

way to share or access them easily when we
need them. Many “authoritative data” may
be in conflict with other “authoritative
data.” Managing data holistically means:

* Having a single owner of any particular
data (file, data field and data fill).

* Having only one authoritative instance
of any particular data.

 Authority for access to and use of,
including managed replication and data
entry, any authoritative particular data.

* Procedures for use, access, management,
control, update and entry.

¢ Relational database structure. A rela-
tional database stores data in tables;
data can be accessed or reassembled
from these tables in many different ways
without having to reorganize them.
The result is to interlink data, make
it flexible for users and eliminate data
duplication.

Once this is accomplished, linking differ-
ent datasets can form the “big picture” of
acquisition and begin securing that data.

We need a plan to implement data in
a holistic data life cycle, with three
major phases:

Data collection. Quality data is gathered
from across the acquisition enterprise at
all levels, either by manual or—in the
future—automated entry. The objective
is to automate conveniently and simply
at the lowest level possible, to provide
insight when consolidated without further
intervention.

Data integration and interpretation.
The datasets are quickly and easily acces-
sible to those who need and are authorized
to use them. They provide accurate, action-
able information.

Data maintenance. Data is archived,
auditable and secured, at rest and in

ACCESS TO ALL DATA

The acquisition data domain will give Army acquisition leaders comprehensive informa-
tion on the Army’s modernization programs, among others, through data entry, data
management and data-driven decisions. (Image by sorbetto/Getty Images)

transport, to ensure that it is usable in the
long term and protected from internal
and external threats, such as ransomware.
Auditability will ensure traceability, facil-
itate forensics and help eliminate insider
threats.

It is important that the entire acquisition
community participate in the holistic data
management approach for it to work most
effectively. At the tactical level, this means
entering timely, accurate, quality data into
your collection system. From the supervi-
sory or strategic level, it means reviewing
the data for current applicability. At the
senior leadership level, this means using
the data to make well-informed, near-
and long-term program decisions as well

as applying it to the modernization of
the future force. It means, from the assis-
tant secretary of the Army for acquisition,
logistics and technology level, developing
and implementing an achievable imple-
mentation plan.

ACQUISITION DATA DOMAIN
My office is developing the acquisition
data domain, which will be a significant
framework for holistic and effective data
management. “Data Is Decisive,” on Page
8.) It will allow Army acquisition lead-
ers to have comprehensive information
on all aspects of the Army’s moderniza-
tion programs through three tiers: data
entry, data management and data-driven
decisions:

6 | A Army ALKT Magazine
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Data entry and capture. Thorough iden-
tification and capture of authoritative,
appropriate data is the key to success in the
first tier of the domain. The goal for initial
dara entry is to automate the collection of
data as it is being generated at the work-
ing level. At most, users will enter data
once and it will be pulled into a central
data repository, which will allow access
for many other people and organizations
based on their responsibilities. The key to
making data entry efficient and authori-
tative will be identification and adoption
of tools that help those at the working
level to conduct daily business and satisfy
requirements.

Data management system (DMS). This
second tier will link different datasets
across functions, weapon systems and
phases of an acquisition program life cycle.
It will capture, store and manage data
from program conception to divestiture.
The creation of the DMS is the boldest and
most complex portion of this vision. The
various Army programs and systems begin
generating data as the concept is born and
continue through development, produc-
tion and sustainment up to divestment.

Within each phase of the life cycle, there

are different data subdomains such as

At present, there

is no efficient and
effective way to
store and share the
data that leaders
need when they
need it. We are
changing that.

A THREE-PHASED PLAN

Army acquisition needs a plan to implement a holistic data life cycle, with three major
phases: data collection, data integration and interpretation, and data maintenance.

(Image by sorbetto/Getty Images)

finances, schedules, performance specifica-
tions, requirements and logistics. Program
interdependencies will require the DMS
to identify and link the cost, schedule
and performance requirements between
the programs. Once these datasets have
been developed and linked, Army leaders
will be able to use analytical tools to make
better decisions.

Data-driven decisions. The third tier
will require the identification and devel-
opment of data analysis tools to assist
leaders with decision-making and resource
planning. The tools will likely use tech-
nologies such as artificial intelligence and
machine learning to identify life cycle
red flags early—like overspending and
production delays. Learning about those
indicators early will help program manag-
ers deliver quality products on time and

on budget, and will allow senior leaders
to make better decisions on current and
future modernization programs.

CONCLUSION

Effective data management will be the
key to efficient business operations in the
future. This is another case where we bene-
fit by looking to industry and emulating
their success. If we use all the resources
at our disposal, such as artificial intelli-
gence and industry’s example of effective
data management, we can ensure a future
acquisition enterprise in which business
processes are truly streamlined, with
programs and products practically always
guaranteed to be delivered on time and on
budget. In the end, our Soldiers will be the

beneficiaries.

=
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DATA is

A MUCH BIGGER PICTURE

The acquisition data domain

will collect and link data for all

life cycles of Army programs,
enabling leaders to make well-
informed decisions on accelerating
capabilities under development,
for example, or optimal funding.
(Image by Miakievy/Getty Images)
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ARMY DATA: FROM THE FOXHOLE TO THE PENTAGON

From Sun Tzu to machine learning,
having good data is more than
half the battle. The Army’s
acquisition data domain promises
to prove that once again.

by Maj. Mario Iglesias

n the year 500 B.C., the Chinese philosopher-general Sun Tzu
stated, “If you know the enemy and know yourself, you need not
fear the result of a hundred battles.” Sun Tzu understood how
properly using data allowed leaders to make critical decisions

leading to victory or defeat. Fast-forward to the present day, and the
importance of synthesizing data continues to grow in modern mili-
taries. Gen. Mark A. Milley, chief of staff of the Army, highlighted
that lesson from Sun Tzu when he said that the Army lacks “the abil-
ity to see self.”

He and other senior leaders throughout the Army understand
that accessing, visualizing and leveraging data has become a
mission-essential task. Milley’s statement in November 2017 launched
the Army Leader Dashboard, a system designed to enable senior Army
leaders to see data on all aspects of the Army, from personnel to logis-
tics to acquisitions. (See “Creating Insight-Driven Decisions,” Page 14.)
The ongoing development of the dashboard has highlighted holes in
our current data map, one of the largest gaps being the data surround-
ing our acquisition programs.

https:/lasc.army. mil
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DATA IS ALWAYS DECISIVE

All of defense acquisition is characterized
by the constant gathering of data. Every
bit of a program must be documented,
from need statement to requirements to
every step of development. Every program
has reams of data. Yet it has never been
collected and managed at the enterprise
level in any automated or systemic way.

The Office of the Assistant Secretary of the
Army for Acquisition, Logistics and Tech-
nology (OASA(ALT)), for example, has
always required programs to provide data
for milestone decisions and in response to
requests for information made by leaders
and decision-makers. The milestone deci-
sion authority will require updated cost
estimates, test data and a detailed schedule
before approving a program’s advance to
the next phase of its acquisition life cycle.

The development
of an automated
system will allow
for users at all
levels to begin
leveraging data
throughout

the acquisition
enterprise to
conduct their jobs
more effectively.

Such data is collected, analyzed and
provided in an easy-to-understand manner
for the milestone decision authority and
other stakeholders so they can confidently
assess that the program should continue
development and fielding. However,
the acquisition community has lacked
common tools across the enterprise that
can store and provide the data for the
dashboard to ingest before or after these
milestone events. This is a problem for
acquisition leaders and resource manag-
ers who need programmatic data at all
points of a program’s life cycle. This clear
gap is both a challenge and an opportunity
for the acquisition community to finally
develop the tools that will fill the data gap
and allow current and future leaders to
make better decisions.

BUILDING THE ACQUISITION

DATA DOMAIN

Dr. Bruce D. Jette, the Army acquisition
executive, has developed the framework
for the Army’s acquisition data domain,
which will be how the Army identi-
fies, collects, manages and analyzes data
throughout all Army programs’ life
cycles—what it will look like and how
it will function. (See Figure 1, Page 12.)
The acquisition data domain will collect
and link data from a program’s incep-
tion as an idea through its development,
production, fielding, sustainment and
demilitarization. The larger domain will
then interlink these subdomains so that
leaders can understand the impacts of
accelerating or divesting capabilities that
are being developed.

Without such data, the acquisition
community will not begin to leverage
advanced analytical tools, such as artificial
intelligence or machine learning. To do so,
it needs access to the structured data that
makes up programs. Building the acqui-
sition data domain will require significant
shifts in the business processes and tools

that are used for all aspects of program
management.

PROGRAM TOOLS

Last August, the Office of the Deputy
Assistant Secretary of the Army for Plans,
Programs and Resources began a pilot
program to build the business manage-
ment portion of the acquisition data
domain. It is currently piloting the Air
Force-developed system known as Proj-
ect Management Resource Tools (PMRT).
The PMRT system has been in use for
more than 20 years, and comprises multi-
ple modules for managing and visualizing
programmatic and financial data.

The benefits of using a tool that another
service has developed are the “speed to
market” and design maturity. PMRT is
already approved to operate on the Army
network and is vertically aligned with
Office of the Secretary of Defense report-
ing requirements.

Many of the program offices are currently
using Microsoft Excel to manage billion-
dollar programs. PMRT will replace
these inaccessible spreadsheets and auto-
mate the way program offices manage
their finances. However, some program
offices and program executive offices
(PEOs) have tools for managing their
financial data. ASA(ALT) will work with
these program offices to incorporate data
into PMRT when possible. Moving from
no tools—or several sets of tools—to a
single tool used Armywide will mark a
major cultural shift.

DATA CULTURAL SHIFT
SPANS ALL LEVELS

The data transformation within the acqui-
sition community will succeed only if the
community, at all levels, actively takes
part in the culeural shift. It will require
users in the program offices to change
tools and business processes while leaders

10 | A Army ALXT Magazine
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HIGHER-LEVEL ANALYTICS

Beyond establishing a useful, efficient framework for the Army to identify, collect,
manage and analyze data throughout all Army programs’ life cycles, the acquisition
data domain will allow the acquisition community to leverage advanced analytical tools,
such as artificial intelligence or machine learning, for cutting-edge data management.
(Image by U.S. Army Acquisition Support Center (USAASC)/Ryzhi/Getty Images)

at the executive level learn how to leverage the data that is being
collected.

At the program office level, individuals must change how they
conduct business and use the tools that will capture data as
they work. The data in the system will only be useful to deci-
sion-makers if it is timely and accurate. Changing the tools and
processes will inevitably incur a transition cost, such as for train-
ing and business process re-engineering, but it will be imperative
for the success of these efforts. As trust in the tools grows, the
number of requests for information that inundate the program
offices will be dramatically reduced.

At the staff level, PEO and ASA(ALT) staffs will need to learn
how to use the new data tools to collect information quickly with-
out interfering with the program offices’ work. Additionally, the
domain managers will need to identify and adopt tools that will
encourage program offices to use them. They also generally must
be easy to use at various levels.

At the executive level, senior leaders will need to receive their
information from the tools on the system. All of their briefs and
updates on programs and initiatives should be sourced from the
various data tools that program offices and staffs are managing.
Leadership also will need patience and understanding, as there

https:/lasc.army. mil

11


asc.army.mil

DATA IS ALWAYS DECISIVE

FIGURE 1
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CONNECTING THE DATA

By enabling program officials to successfully rationalize Army data across programs’
life cycles—that is, to group related data fields into tables, determine key fields and
then relate those tables—the acquisition data domain will provide them efficient
access to the right data at the right time. (Graphic by USAASC; SOURCE: ASA(ALT))

will be a learning curve and problems associated with using the
new data tools. Additionally, leaders must leverage the data popu-
lated in the standardized reports to reduce rework by the staff.

TRANSFORMING DATA CULTURE

People who have been in ASA(ALT) for a while may have seen
other efforts to transform how the organization uses data start
and fail. The recent sunsetting of the Product Manager for

Acquisition Business is the latest casualty in a list of ASA(ALT)
data missteps. It is fair to ask how this new effort will be different
from previous failed attempts. The answer is, there are a number
of significant factors that will separate this effort from others:

Senior leader support. Reforming how the acquisition commu-
nity makes decisions based on data is a top priority for the
current ASA(ALT). Jette has maintained a focus on improving
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Every program has reams of
data. Yet it has never been
collected and managed at
the enterprise level in any

automated or systemic way.

the way the organization uses data. His involvement ensures
that the acquisition data domain initiative will receive the
resources and advocacy necessary for making a large organi-
zational change. Previous efforts did not have this continued
senior leader involvement.

Learning from successful transitions. ASA(ALT) can bene-
fic greatly by learning from commercial companies that have
made large-scale, successful transitions. Recently ASA(ALT)
hired McKinsey & Co., an international consulting firm, to
develop a road map for building an ASA(ALT) data team and
a detailed plan for realizing the acquisition domain. McKinsey
has successfully completed similar projects with leading finan-
cial and telecommunication companies.

Technology advances. Over the last decade, there have been
significant capability advances in cloud computing and software
for managing data. The previous efforts created tools that were
clunky and operated unacceptably slowly on the network. Tools
today have slick user interfaces, and their capabilities continue
to increase.

ASA(ALT) lessons learned. ASA(ALT) has a wealth of institu-
tional knowledge on previous data transformation attempts. The
current data team is reviewing the earlier efforts to learn what
was effective and what was ineffective. As a result, ASA(ALT) is
taking steps to mitigate the known risks and leverage the experi-
ence of those who worked on the previous data transformations.

DEMOCRATIZATION OF DATA

Currently, the acquisition community collects and presents data
for decision-makers only at key milestones. However, the develop-
ment of an automated system will allow users at all levels to begin
leveraging data throughout the acquisition enterprise to conduct

their jobs more effectively. This concept, known as democratiza-
tion of data, is practiced in parts of industry.

There will be appropriate limitations on who can access and edit
data, based on roles within the organization, but there won’t be
limits on access to the tools themselves. Once users see how these
tools can help them complete their jobs, they will become more
invested in maintaining and learning how to use them. With
sufficient tools, the Army could optimize its investments and
programs to maximize lethality over the next decade.

Companies like Amazon and Google maintain a sizable advantage
over their competitors by collecting and leveraging data better
than their peers. Everyone within a company has access to the
data they need, when they need it—in other words, it’s democ-
ratized. Industry has seen the benefits of data management, and
continues to invest billions every year in information technol-
ogy systems and analytical tools that identify opportunities to
increase revenue and reduce risk.

Many of these organizations are migrating legacy systems to fast
and efficient cloud-computing centers such as Microsoft Azure or
Amazon Web Services. Once the data is centralized, companies
are able to visualize it and apply analytical tools, allowing better,
more efficient decisions. These companies have demonstrated that
leveraging data is essential for competing and winning in today’s
marketplace; the same will be true on tomorrow’s battlefields.

CONCLUSION

It has become apparent that the acquisition community needs to
invest in better tools and systems in order to effectively coordi-
nate modernization of the Army. Now is the time for ASA(ALT)
to radically change how the culture manages the data and deci-
sions that allow the Army to optimize modernization.

For more information, contact the author at mario.m.iglesias.mil@
mail.mil or 703-697-4320.

MAJ. MARIO IGLESIAS is the strategic data team lead in
ASA(ALT)’s Strategic Initiatives Group at the Pentagon. He holds
an MBA from Yale University and a B.S. in economics from
the United States Military Academy at West Point. He is Level
III certified in program management and Level II certified in
contracting, and is a member of the Army Acquisition Corps.
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MAKING CONNECTIONS

Army data is stored in hundreds of different places. The Army
Leader Dashboard attempts to round it up so leaders can access
and visualize all the information the Army has but can’t use
effectively. (Image by Photographer is my life./Getty Images)
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.l (REATING
INSIGHT-DRIVEN
DECISIONS

The Army Leader Dashboard is tackling the Army’s
data problem, bridging the gap between assumptions
and insights for strategic resource decisions.

by Ellen Summey

he Army has a data problem. To make informed decisions about resource

allocation and readiness, senior leaders need access to reliable, trusted and

timely data. While the Army has mountains of relevant data, it is not always

readily accessible, verified or authoritative. Compounding the matter even
further, data is frequently duplicated or of questionable quality.

To put the problem in perspective, Dr. Bruce D. Jette, Army acquisition executive, shared
a tongue-in-cheek anecdote during a town hall meeting in November at Fort Belvoir,
Virginia, about how he might determine the exact number of tanks the Army has.

“I call J.B., my XO [executive officer],” Jette said. “T ask him, J.B., how many tanks do

we have?” He says, ‘Sir, I'll find out and get right back to you.” Right back to me is a
) week.” Jette illustrated the chain of events that might follow. His executive officer would
ask someone, who would call someone else, before the task eventually fell to the person
who would walk out into the rain to manually count tanks in a parking lot.

The anecdote illustrates a complex problem that leaders face every day: Army data is
housed in hundreds, if not thousands, of disparate systems that typically don’t commu-
nicate with one another. Sometimes the single, authoritative source for one type of data
is a spreadsheet on a supply sergeant’s desk. So how might senior leaders access that
information when it is needed?
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That was the question put to the Program
Executive Office for Enterprise Informa-
tion Systems (PEO EIS) by Gen. Mark A.
Milley, Army chief of staff. Milley wanted
a way to access and visualize those troves
of Army data, to inform decision-making
at the executive level. The challenge, then,
was to identify the sources of relevant data,
connect to them and provide the sort of
display Milley was secking. After research-
ing commercially available solutions and
related systems used by other services,
Milley and PEO EIS set out to obtain a
secure, web-based application that could
be accessed from any approved device.

(See Figure 1, Page 19.)

TACKLING THE COMPLEXITY

This ambitious project, called Army
Leader Dashboard, quickly morphed into
more than just a simple display for Army
data. As PEO EIS assembled a team and
coordinated vendors and contracts, Milley
provided feedback to shape early proto-
type development. Through this process,
he and other senior leaders began to

understand two important things: First,
the data problem is even more complex
than they initially assumed. Second, the

dashboard tool could provide a tremen-
dous amount of insight if applied more

broadly across Army domains.

ONE OF MANY DATA SOURCES

Pvt. Sherry Chapman, a logistician with Theater Movement Control-
In-Transit Visibility, 21st Theater Sustainment Command (TSC), enfers
equipment information into the Single Mobility System on the Portable
Deployment Kit tablet. (Photo by Staff Sgt. Adrian Patoka, 21st TSC)

“It was born as a readiness platform,” said
Col. Kyle Jette (no relation to Dr. Bruce
Jette), an Army G-8 (Programs) data
analyst and the dashboard’s data expert.
“It had a smaller scope than it does now
but, as Gen. Milley saw the prototypes,

The Army Leader Dashboard was designed
to address data problems within the Army’s
business systems and enterprise mission
areas—logistics, human resources, finance, and
so on—hut similar issues plague the weapons
and intelligence systems as well.

he was so impressed by the power and the
potential, and he wanted all Army data
brought in.”

With that directive, the team had a steep
hill to climb. Early efforts identified more
than 700 unique sources of data, all of
which might potentially need to be linked
to the dashboard. Those data sources run
the gamut from training databases to
equipment inventories, personnel records
and maintenance reports.

“There is a data capture team that inter-
acts with the data sources, and they
work to identify applicable data,” said
Rajat Senjalia, technical director for the
Strategic Initiatives Group at PEO EIS,
which leads the dashboard project. “They
utilize different technologies to bring that
data in, whether that data is structured,
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unstructured, semi-structured, what type
of data source it’s coming from and what
type of connection is required to absorb
that information.” (See Figure 2, Page 20.)

Finding that data is just the first step. The
dashboard team then makes contact with
the data’s owners to identify which pieces
are relevant and needed for senior leaders.
At first, the team set out to capture any
and all data from those identified sources.
Over time, it developed a more targeted
approach, seeking only data that is orig-
inal and authoritative from each source.

“What we’re looking to do is methodically
and deliberately go through one domain
at a time,” said Col. Jette. (A domain

. <« » « . . » « .
might be “people,” “training,” or “equip-
ment.”) “We're having the leaders from
each domain identify the priority systems
that are their ‘center of mass.” There are, in
some cases, scores of data systems within
a particular domain, and we simply don’t
have time to cover all of them, so we’re

asking the domains to identify the top 10
or so. We discuss those, how they relate
to each other, how they provide original
information to the Army.”

That original information is key. For
example, the Army Leader Dashboard
will need to pull data from the Logis-
tics Modernization Program (LMP), also
at PEO EIS. LMP alone has some 40
terabytes of data—more than 17 billion
single-spaced, typed pages. However, of
those 40 terabytes, only a fraction is orig-
inal and authoritative information, so the
challenge is to identify which pieces to
pull and which to disregard.

WHICH DATA IS THE BEST?

The team focused on the concept of
“cornerstone data”—that is, the Army’s
uniquely identifiable things. “We've iden-
tified the need for at least four categories:
people, units, major equipment and places,
at the site level,” Col. Jette said. “I'm an
individual; I can always be identified by

my Social Security number. A unit will
have a unit identification code, a piece of
major equipment will have a 16-digit item
unique identifier [UID], and places will
have a site UID or a particular building
will have a real property UID.”

‘The dashboard team then builds on that
cornerstone data, linking the many thou-
sands of secondary attributes associated
with those uniquely identifiable things.
If a commander wanted to locate all
active-duty sergeants stationed at Fort
Bliss, Texas, who have Chinese language
proficiency and advanced cybersecurity
certifications, the dashboard would enable
that search.

Part of the challenge, though, is decid-
ing which is the primary, trusted source
for a given dataset. For instance, human
resources data is sprinkled across nearly
every system the Army operates. A
Soldier’s name, date of birth, Social Secu-
rity number or other relevant details

MORE THAN THE USUAL DASHBOARD

According to the Army Data Strategy, data should
be visible, accessible, understandable, trusted and
interoperable. Lt. Col. Rob Wolfe, Strategic Initia-
tives Group director at PEO EIS and the lead for the
dashboard project, said the dashboard team has
been driving the kinds of conversations that will help
achieve that goal.

“What we’re seeing is a change in the way the Army
governs and manages data,” Wolfe explained. “These
problems are driving change—hopefully, enduring
change—so that we can maintain consistent, quality
data. Between the Office of Business Transformation,
which is responsible for architecture, the Army Analyt-
ics Board, which is responsible for how we integrate
and analyze data, and the Army Data Council, which
is responsible for standards, we are seeing those
bodies getting into the same room and having conver-
sations that the Army hasn’t had before.

“It’'s more than just a dashboard,” Wolfe continued.

“It's the first thing we've seen that allows leaders at all
echelons of command to look across domains. There
are a lot of systems that allow you to look at people,
to look at equipment, to look at training, but there
are not any systems that allow you to look across
all those areas and see how resourcing decisions in
training affect people, or vice versa. We're really trying
to give leaders a tool to make strategic resource deci-
sions and understand the impacts across the Army.”
His goal is to enable “insight-driven” decisions.

For the dashboard team, readiness is the bottom line.

“What previously could take multiple weeks is now
being done in real time,” said Rajat Senjalia, techni-
cal director for the Strategic Initiatives Group. “When
senior leaders can utilize one tool that can aggregate
the necessary information, it enables you to make
an executive-level decision on anything from troop
movement to resource allocation. That is invaluable
to the Army.”
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CREATING INSIGHT-DRIVEN DECISIONS

DATA INCOMING

A Soldier with the 2nd Cavalry Regiment receives GPS data during Dynamic Front
2019 training in Grafenwoehr Training Area, Germany, March 6. Data such as
the deflection, quadrant, round type and fuze setting is vital to the success of a fire
mission. (U.S. Army photo by Sgt. LaShic Patterson, 2nd Cavalry Regiment)

WHAT IT’S ALL ABOUT

Lt. Col. Rob Wolfe, project lead for the Army Leader Dashboard, explains
the project at a January meeting attended by Dr. Bruce D. Jette, the Army
acquisition executive and assistant secretary of the Army for acquisition,
logistics and technology (ASA(ALT)), and Principal Military Deputy to the
ASA(ALT) Lt. Gen. Paul A. Ostrowski. (Photo courtesy of the author)

are repeated over and over again across
domains and systems. Whether the Soldier
manually re-enters that information (for
a medical appointment, perhaps), or it is
copied directly from another source, it
is duplicated many times over, but only
one source for it should be linked to the

dashboard.

“When I come into the Army, my basic
information should go in once and only
need re-entry upon change,” said Chérie
A. Smith, program executive officer for
EIS. “Some things may change. I might
get married, I might have a couple of kids,
but my basic information will remain
the same. However, because we have all
these systems that have grown up on their
own, we're re-entering that information a
million times. And why do we do that?
The reason is, when you're looking at it
from one system view, it’s always cheaper
to do the manual re-entry than to build

»

the interface [to an existing system]

In truth, no one would have designed the
Army’s data systems to look the way they
do today. It’s not by design, but by a lack
of design, that Army data exists in silos
and can be difficult to access. Imagine
how a city might look if it grew with no
urban planning, zoning or infrastructure
oversight. Anyone who needed a house
or an office would be free to build one,
but there might be no power grid and no
city water supply. It would be a bit like
the Wild West. That’s essentially how the
Army’s data systems developed.

“You look at these planned communities
where everything is pretty and operational,
but they knew what the result was before
they started,” said Lt. Col. Rob Wolfe,
Strategic Initiatives Group director and
the lead for the dashboard project. The
Army “didn’t do that. We have 50-year-old
systems in one place, and we have 1-year-
old systems in another place.”
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FIGURE 1
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AND SO IT GROWS

The initial idea for the dashboard was a secure app that Army leaders could check
from any approved device to access data across different functions. Because of
its potential utility, the concept grew into the Army Leader Dashboard initiative.
(Graphic by U.S. Army Acquisition Support Center (USAASC); SOURCE: PEO EIS)

GETTING HERE

The Army Leader Dashboard initiative is still quite young, having
been established in July 2017. PEO EIS released the solicitation
on May 10, 2018, and awarded five contracts for prototypes in
mid-August. Those five initial prototypes were narrowed to two
by the end of 2018, with the final vendor selection expected by
August 2019.

“The two prototypes we currently have are actually on Gen.

Milley’s desktop and Dr. Jette’s desktop, and have been for a

number of weeks,” Col. Jette said. Milley and Dr. Jette provide
specific feedback about how the prototypes are performing and
how well they demonstrate the correlations between data.

That feedback and rapid prototyping were made possible by an
other transaction authority agreement, which provides a short-
cut compared with the traditional acquisition process for certain
programs. Such contracts can be especially important for tech-
nology and software projects, in which solutions quickly become
outdated or obsolete.
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FIGURE 2
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The project team identified more than 700 sources of data as it began work

on the data dashboard. (Graphic by USAASC; SOURCE: PEO EIS)

“The use of [other transaction authority]
has been huge for us,” Smith said. “It has
enabled us to do things that wouldn’t have
been possible before, in terms of rapidly
prototyping and producing new products.
[It] isn’t right for every kind of project, but
it’s great for software.”

CONCLUSION

‘The dashboard team remains focused on
compiling, testing and understanding the
Army’s data, but Wolfe is also looking at
the road ahead. He believes the Army
Leader Dashboard solution could even-
tually serve as a “common data platform”
for the entire Army. “There are hundreds
of dashboards in the Army,” Wolfe said.
“Every command is pulling from simi-
lar datasets, but data has a ‘date/time’
stamp for truth. If we get to the point
where we've successfully gotten all this
data together and curated it so it’s trust-
able and reliable and timely, then anybody
else who has a dashboard can leverage [the
Army Leader Dashboard] as their source
of data. Then our leaders can talk apples
to apples. We have to have one version of
the truth for data.”

The Army Leader Dashboard was
designed to address data problems within
the Army’s business systems and enter-
prise mission areas—logistics, human
resources, finance, and so on—but similar
issues plague the weapons and intelligence
systems as well. Wolfe believes the dash-
board process could be applied there with

comparable results.

“I think some of the processes and models
we've built to get after data quality could
be applied to the other mission areas,” he
said. “There are a lot of lessons learned
that could be applied to keep the other
mission areas from making the same
mistakes, to expedite their path toward
data quality. In my years in the Army,
I don’t know that I've ever come across
a problem that somebody hasn’t faced
before. We try to leverage what other folks
are doing: Take the best of what every-
body’s doing, to make a comprehensive,
executable approach.”

Ultimately, Smith believes the Army
Leader Dashboard is changing the way
the Army approaches its data. If data is
inaccessible, unusable or unreliable, it is
essentially useless. “We have been focused

SECRET DASHBOARD

UNCLASSIFIED DASHBOARD
-\

EQUIPPING

INSTALLATIONS

The dashboard tool could
provide a tremendous
amount of insight if
applied more broadly
across Army domains.

for 20 or 30 years on transactions, and
I think we’re going to start really, truly
making that leap to focusing on the data
and the information.”

For more information on the Strategic Initia-
tives Group or the Army Leader Dashboard
initiative, contact the PEO EIS Strategic
Communication Directorate at usarmy.
peoeis@mail.mil.

ELLEN SUMMEY provides contract
support to PEO EIS at Fort Belvoir for Bixal
Solutions Inc. She holds an M. A. in human
relations from the University of Oklahoma
and a B.A. in mass communication from
Louisiana State University. She has more
than a decade of communication experience
in both the government and commercial
sectors.
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Profile: PROGRAM EXECUTIVE OFFICE FOR
Enterprise Information Systems

The second in a series, ASA(ALT) at Work, which looks into
ASA(ALT) organizations, what they do and where they do it.

Led by Chérie A. Smith and headquartered at Fort Belvoir,
Virginia, PEO EIS is the Army’s home for information tech-
nology (IT) networks and business systems. Leading more
than 3,000 personnel, Smith manages approximately $3.5
billion per year in support of all 10 combatant commands,
and also aids foreign military sales. The PEO comprises 37
product offices and 71 acquisition programs for Army and
DOD communications, logistics, medical, finance, person-
nel, training and procurement operations. In short, PEO EIS
connects the Army, supporting Soldiers worldwide.

WHAT SHOULD WE KNOW ABOUT PEQ EIS?

From recruitment to retirement, home station to
foxhole, our systems support Soldiers every day
around the world, making sure they're ready to fight
tonight.

* We are the Army’s trusted network and software acqui-
sition professionals.

* We believe that the Soldier is the centerpiece of every-
thing we do.

* We support the total Army and serve as a commit-
ted teammate.

* We ensure that the Army’s networks, logistics, human
resources, finance, business systems and cyber defense
support anything a Soldier and the Army need to do
the job, every day.

* We get Soldiers to the fight, support the fight and
bring them home safely.

< TAKING STOCK

Soldiers work with the Automated Movement and Identification
Solutions (AMIS) system developed by PEO EIS. AMIS combines the
capabilities of the Radio Frequency In-Transit Visibility system and the
Transportation Coordinators — Automated Information for Movements
System Il to automate planning, coordination, execution and tracking
of unit deployment, movement and sustainment, assisting DOD in
improving asset visibility worldwide. (Photo courtesy of PEO EIS)
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WHAT DO YOU WANT SOLDIERS WHAT ARE YOUR PRIORITIES AND GOALS:?
TO KNOW ABOUT PEO EIS?

Smith: We are working on four specific priorities with strategic goals.
“The scope of what we do. We want to eliminate duplicated ¢ Talent management — The right people in the right place

effort, so part of that is just building awareness of what at the right time.

we're doing,.

“The programs we have that they can leverage. Our enter- * Stakeholder management — Building and maintaining
prise solutions, the hardware and software contract vehicles relationships.

they can use, common platforms.

* Enterprise resource planning (ERP) integration —

“This is a great place to be for acquisition professionals! If . .
great p d P Integrated and innovative ERP systems.

you're someone who likes a challenge, it’s here. If you want

high-visibility projects, they’re here. We're focused on talent . . L.
& ¥ Projects, they * Network integration — Network modernization, cyber
management and leader development, and that benefits our . . ) .
» security operations and enterprise solutions.

workforce as well.
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ASA(ALT) AT WORK: PEO EIS

SOLDIER TOUCH POINTS - Brig. Gen. Yesenia R. Roque, assistant
director for Army National Guard Personnel and Talent Management,
discusses IPPS-A with Virginia National Guard Soldiers during an April 6 visit
to the 116th Infantry Brigade Combat Team in Staunton, Virginia. Virginia is
the second state to conduct initial fielding of IPPS-A, developed by PEO EIS
and designed to integrate personnel, pay and talent management capabilities
in a single system for all Army components. (U.S. Army National Guard photo
by Sgt. Saul Rosa)

BIGGEST DATA CHALLENGE FOR PEO EIS? »
Complexity.

Smith: “Our challenge is about communicating the complexity of the
Army’s data landscape. The fact that it's being discussed by our senior
leaders is something I'm really proud to see. When it comes to the
Army’s data, there is no panacea. There’s no quick fix. You've got fo
do the hard work, and we're ready to take that on.”

<« BIGGEST SUCCESS?

Fostering partnerships with Army stakeholders.

Smith: “The partnerships we've forged with our key Army
stakeholders. They are investing in the way forward and
helping us lay out that future. Having those advocates that
understand the value we provide and are willing to speak
on our behalf is critical for us to be successful”

« CYBERSECURITY TO GO

PEO EIS acquired for assessment this
prototype defensive cyber system small
enough to fit in an airplane’s overhead
storage compartment, enabling faster
deployment and greater operational flexibility.
(Photo by Cecilia Tueros, PEO EIS)

<« POP-UP SHOP

Fielded in conjunction with the U.S. Army
Communications-Electronics Command, the
Inflatable Satellite Antenna is easier to move
and set up, and operates on commercial and
military frequency bands, reducing signal-
jamming threats. (Photo courtesy of PEO EIS)
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POSSIBILITIES AT YOUR FINGERTIPS ~

« WHAT WOULD BE A SUCCESS STORY
FOR PEO EIS, IN TERMS OF DATA?

The end user.

Smith: “To me, the success is all about the end user, the
operator: if we can get them the data they need, in the
time they need it, to allow them to make the right deci-
sions, whatever that may be—medical, operational
maintenance.”

IPPS-A’'s mobile capabilities provide all Soldiers access to their Army personnel record without requiring a
common access card for authentication. Soldiers can submit help inquiries, request updates fo their record,
and monitor the status of their personnel actions from a mobile phone or tablet. (Photo courtesy of PEO EIS)

WHAT ARE YOUR RECENT WINS?

Smith:

We are rolling out the Integrated Personnel and Pay System —
Army (IPPS-A), the Army’s new comprehensive human
resources system that has subsumed the Standard Installation
and Division Personnel Reporting System.

The Project Manager for Defensive Cyber Operations opened
“the Forge,” a facility designed to foster collaboration among
Army IT, academia and industry partners that allows cyber
troops to test emerging technologies to address cyber threats.
“When I saw the world-class development of the Forge, three
words came to mind: speed, agility and invention,” said Lt.
Gen. Stephen G. Fogarty, commanding general of U.S. Army
Cyber Command.

Our Allied Information Technology program celebrated a major
milestone on March 12. Armed Forces Ukraine, along with
Allied Information Technology, hosted the U.S. ambassador
to Ukraine, Marie Yovanovitch; Ukraine’s deputy minister of
defense, Oleg Shevchuk; and the chief of defense forces, Viktor
Muzhenko, at a ceremony commemorating the transition of
responsibility for various mission command, cybersecurity
and defense business system capabilities valued at nearly $25
million. These assets have been implemented by Army IT in

Ukraine, under the Ukraine Security Assistance Initiative over
the past three years.

In only eight months, the Project Manager for Defensive Cyber
Operations has developed and fielded a prototype deployable
defensive cyber system that can be easily transported in the
overhead storage compartment of a commercial airline. This
is a vast improvement over the larger systems used previously,
and enables much faster deployment with better flexibility and
capability.

In conjunction with the U.S. Army Communications-
Electronics Command, PEO EIS is fielding the Inflatable
Satellite Antenna on the Korean peninsula. The antenna is a
versatile, lightweight improvement to an existing mobile satel-
lite dish (the Combat Service Support Very Small Aperture
Terminal), and is easier to move, faster to set up and provides
more flexibility to operators. (For more information, see the

Faces of the Force profile of Capt. Zachary Schofield, Page 114.)

We are addressing the Army’s data problem through our Army
Leader Dashboard initiative, providing a way for senior lead-
ers to access and visualize the Army’s troves of data. (For more
information, see “Creating Insight-Driven Decisions,” Page 14.)
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DO YOU SEE WHAT I SEE?

Soldiers from the Pennsylvania National
Guard put the IPPS-A system through its
paces at a risk reduction event last fall at
Fort Indiantown Gap, Pennsylvania. Army
National Guard units in Pennsylvania
and Virginia were the first to integrate
IPPS-A into their daily human resources
operations, and feedback so far has been
positive. (Photos by Frank O’Brien, IPPS-A
Strategic Communications Support)
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IPPS-A FACTO

How the Army fielded its next-generation human resources
system to the Pennsylvania Army National Guard.

by Col. Greg Johnson

c c o plan survives contact with the enemy.” This piece of battlefield wisdom has
been passed down over the years after being introduced in 1880 by Prus-
sian military strategist Helmuth von Moltke. I witnessed the truth of this
axiom on several occasions while deployed to Iraq and Afghanistan, and also

as the functional lead overseeing the development of the Army’s next-generation human
resources and talent management system. Not only did I observe how the best-laid plans
were disrupted by changing realities, but I also experienced firsthand the power of aggres-
sive, agile teams to overcome our challenges and deliver capabilities that will revolutionize
the human resources business throughout the Army.

FORGING THE FUTURE

'The Integrated Personnel and Pay System — Army (IPPS-A) integrates all 1 million Soldiers
into a single system for the first time. IPPS-A provides increased visibility, talent manage-
ment capabilities and auditability to all three Army components (active duty, Reserve and
National Guard). The system delivers enhanced transparency and access to Soldier records
and personnel actions like never before. It provides timesaving, self-service tools to total force
Soldiers, commanders and human resources professionals, and enables mobile capabilities.

IPPS-A grew out of earlier DOD attempts to modernize the military’s human resources
enterprise. The Army, realizing its unique personnel and talent management requirements,
set out to standardize and reduce more than 200 human resources and pay systems that
were being used across the Army National Guard, Reserve and active components to process
routine transactions. As mandated by the Army’s Total Force Policy, IPPS-A standardizes
business practices, provides authoritative data for military personnel, and facilitates a contin-
uum of services across all three components.

Since its inception, IPPS-A has made significant progress toward building a system that will
usher in a new era of human resources and talent management in the Army. Stakeholder
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engagement is critical to this effort. In
the last two years alone, we have executed
more than 400 engagements with stake-
holders throughout the total force Army,
as well as with key influencers throughout
DOD and Congtess. These engagements
included technical reviews of the system,
software demonstrations, deployment
briefs, functionality working groups and
other events. We captured and applied
feedback from stakeholders who will use
IPPS-A as part of their day-to-day activ-
ities, leveraging the unique insights of
total force Soldiers and Army civilians at
all levels.

THE DRIVE TO

BUILD RELEASE 2

IPPS-A is currently on course to be
deployed throughout the Army National
Guard. In January 2019, the Army fielded
IPPS-A to the Pennsylvania National
Guard and conducted a limited user test of
the system. Pennsylvania National Guard
Soldiers integrated IPPS-A into their daily
human resources operations and put the

system through its paces. The test was
successful. Now, we are preparing the next
states—including Virginia, Maryland and
the District of Columbia—to receive the
system. We expect full deployment of
IPPS-A throughout the Army National
Guard by early 2020.

At every step of this process, we partnered
with the Army National Guard to help
it become the first component to field
the system. We cultivated relationships
with each of the 54 state and territory
Army National Guard entities as well as
National Guard Bureau stakeholders to
hear their feedback and inform the build
process for Release 2 of IPPS-A. Starting
in August 2018, we worked alongside our
Pennsylvania National Guard counter-
parts to execute three critical events that
ultimately would pave the way for IPPS-
A’s fielding in the commonwealth.

Throughout these events—the risk reduc-
tion event, the system-acceptance test
and the limited user test—we leveraged

the Pennsylvania Army National Guard’s
extensive expertise to improve the system
and meet the needs of the customer. The
Pennsylvania Army National Guard
influenced the functionality of the
system—everything from how a Soldier
submits a personnel action request to
human resources analytics, like the
human resources authorization report
used by commanders. We also worked
closely with the National Guard to
ensure that the interfaces with existing
authoritative data sources, like the Army
Organizational Server — Data Interface
and the Reserve Component Manpower
System — Guard, accurately and correctly
fed data into IPPS-A. Data correctness is
an incremental step toward larger efforts
of talent management and total force visi-
bility. It affects how decisions are made,
and the consequences of those decisions
have a downstream effect on the Soldiers
we support. Pay will be linked to human
resources transactions in IPPS-A, so data
must be correct.

PUTTING THE SYSTEM
THROUGH ITS PACES

Full deployment of IPPS-A throughout the
Army National Guard is expected by
early 2020. Developers conducted more
than 400 engagements with stakeholders
throughout the Army, including this system
acceptance test in Pennsylvania last fall,
capturing and applying feedback from
Solders who will use IPPS-A as part of their
day-to-day activities.

28 | A Army ALXT Magazine

Summer 2019



ARMY DATA: FROM THE FOXHOLE TO THE PENTAGON

ADAPTING TO THE ENEMY

By summer 2018, IPPS-A was on track
for deployment to the Pennsylvania Army
National Guard by the end of the year.
This effort began with the risk reduc-
tion event to test end-to-end business
processes of IPPS-A and ensure that the
system could subsume the functionality
of the Standard Installation and Division
Personnel Reporting System, the primary
human resources database used by the
Army National Guard. The event enabled
us to ensure that the outputs were accu-
rate and consistent with National Guard
requirements, and provided a precheck to
normal testing procedures. The risk reduc-
tion event was followed by the systems
acceptance test, a critical milestone that
would provide a more comprehensive test
of the system’s ability to accomplish busi-
ness processes.

As we proceeded through the develop-
ment process, we learned how to optimize
communication between IPPS-A’s internal
teams (including developers) and external
stakeholders and to work together as one
cross-functional, agile team. I believe this
was the secret to our success. Our team
realized that by nesting with our Army

IPPS-A standardizes
business practices,
provides authoritative
data for military
personnel, and
facilitates a continuum
of services across all
three components.

MODERNIZED, STREAMLINED, READY

By streamlining processes across Reserve, National Guard and active-duty components,
IPPS-A enables the Army to optimize Soldiers’ capabilities and maximize contributions to

Army readiness.

National Guard counterparts and the
system integrator developers, we could
shorten the decision cycle to improve the
system and perform critical fixes to make
it work more efficiently. This enhanced
our collective ability to address key data
and coding issues, with strong results that
would ensure that IPPS-A would be deliv-
ered on time and built right to meet the
needs of the Army National Guard.

By the time we reached the systems
acceptance test, we had established four
collaborative teams tasked with streamlin-
ing approval to field and creating a more
agile environment that would address
issues in real time. Each team played a
critical role in getting us through the
system-acceptance test (SAT). Their func-
tions were as follows:

e The SAT Lab: This team enabled
participants to work through struc-
tured user scenarios. Through the SAT
Lab, the IPPS-A team received direct
feedback from participants on what
was working, what wasn’t, and what
needed to be fixed. Participants looked
at IPPS-A from an end-to-end perspec-
tive and asked a critical question: “Can
the system pass these scenarios?”

* The Dual Entry Cell: The Pennsylva-
nia National Guard led this important
team tasked with reworking the activi-
ties conducted during the risk reduction
event. The Dual Entry Cell facilitated
more robust testing of IPPS-A’s business
processes to identity key issues.

* The Policy, Processes and Proce-
dures (P3) Cell: Led by the National
Guard Bureau, participants of the P3
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Cell looked at what came out of the
SAT Lab and the Dual Entry Cell and
asked, “What National Guard policy or
procedure do we have to change based
on this new system?” For any defect that
came in, members of the P3 Cell worked
side by side with IPPS-A program
personnel to determine why it was
a defect and strategize how it could

be fixed.

* The Tactical Operations Center:
This team managed all of the
activities from the SAT Lab,
the Dual Entry Cell and the P3
Cell, and facilitated coordination
among units.

As a result of our agile structure,
these four cells enabled us to swiftly
address issues and strategize solu-
tions with the help of our Army
National Guard counterparts. We
brought in developers to work hand
in hand with data owners and end
users to fix defects and improve
the system. This was a first: Never
in the history of the Army had we
deployed new equipment while simulta-
neously improving it based on stakeholder

feedback.

CONCLUSION

The Pennsylvania and Virginia Army
National Guards are the first states to
integrate IPPS-A into their daily human
resources operations, and we've received
feedback that the system is making a
difference. IPPS-A provides increased
transparency and accessibility, enabling
Soldiers to operate on-the-move and
accomplish routine tasks that previously
required an in-person trip to a G-1 or S-1
shop. Soldiers can now request updates
to their records, monitor the status of
their personnel actions and submit help
inquiries from the palm of their hand.
Self-service transactions are automated,

paper-free and trackable from initiation
to approval.

In addition, because of IPPS-A’s mobile
capabilities, commanders and human
resources professionals can review and

As we proceeded through
the development process,
we learned how to
optimize communication
between IPPS-A’s
internal teams (including
developers) and external
stakeholders and to work
together as one cross-
functional, agile team.

approve transactions without being
tied down to their desk or workstation.
Commanders can now view analytics of
their formation and view their Soldiers’
skills directly in the system, a level of
access not present in the legacy environ-
ment. “With IPPS-A, I can track which
Soldiers have which certifications,” said
Capt. Isaac Rivera of the Virginia Army
National Guard. “As the commander of
a maintenance company, that makes me
very excited.”

IPPS-A is transforming the Army’s human
resources business, which will pay huge
dividends for the total force in the years to
come. By introducing modern, redesigned
functionality and offering real-time avail-
ability and self-service capabilities, IPPS-A

improves transparency for all Soldiers. The

system streamlines processes across all
three components into one way of doing
business, and enables the Army to opti-
mize Soldiers’ capabilities and maximize
contributions to Army readiness, task
organization and mission accomplishment.
As one of the senior-most leaders of
the Pennsylvania Army National
Guard, Col. Laura McHugh, said
during the limited user test, “IPPS-A
has set the standard for how the Army
should implement an Army system.”

Learning from Moltke, we made disci-
plined and prioritized choices during
development that led to IPPS-A’s
successful deployment to the Penn-
sylvania Army National Guard
and enabled us to move forward in
our journey to modernize human
resources and talent management
across the total force. We adapted to
enemy contact and counteracted that
by massing the right talent in Fort
Indiantown Gap, Pennsylvania, for
the risk reduction event, the system-
acceptance test and the limited user
test. By restructuring our teams and
increasing communication with both
internal and external stakeholders, we
remain on track to bring IPPS-A to the rest
of the Army National Guard and beyond.

For

www.ipps-a.army.mil.

more z'nformatz'on, go to

COL. GREG JOHNSON is chief of the
IPPS-A Functional Management Division
within the Office of the Deputy Chief of
Staff of the Army for Personnel. He holds
a master’s degree from the U.S. Army War
College, a Master of Policy Management
from the Georgetown University Public
Policy Institute and a Master of Education
from the University of Oklahoma, as well as
a B.A. in U.S. history from the University
of San Francisco.
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SUSTAINING
DATA DELIVERY
oN THE FUTURE
ARMY NETWORK

o To build a network that will last, the
| Army is planning how to maintain
and repair its many components
while they're still being developed.

by Maj. Gen. Randy S. Taylor

PERFORMING AS PROMISED

A Tobyhanna Army Depot electronics mechanic
adjusts an AN/TPQ-36 Firefinder radar system.
Tobyhanna raised its “performance to promise”
metric, a broad measure of the depot’s overall
performance, to 93 percent in FY19, from 49 percent
four years ago. (U.S. Army photo by James Lentz)
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n September 2017, the U.S. Army made a startling, but
necessary, announcement: It would halt development of
the Warfighter Information Network — Tactical (WIN-T),
its ambitious network modernization initiative begun in
2007. The voice, video and data transmission system had become
too fragile, vulnerable and complex to effectively connect and
protect Soldiers in a near-peer adversary fight on the 21st-century

battlefield.
The Army needed to change course—fast.

The next month, it announced the creation of the U.S. Army
Futures Command and designated the network one of its six
modernization priorities. And, in 2018, it stood up the Network
Cross-Functional Team, bringing experts across the requirements,
development and acquisition communities together to drive what
the network would be in the future.

Today the Army is working toward a reliable, resilient and adapt-
able network that can operate in contested electromagnetic
spectrum and cyber environments. The network encompasses
two domains: an Integrated Tactical Network focused on battle-
field communication and the conduct of war, and an Integrated
Enterprise Network focused on hybrid cloud, business and phys-
ical infrastructure services and applications.

The Army envisions that, by 2028, the network will be fully
unified, sharing common applications, services infrastructure
and transport layers. This will help break down data silos and
stovepipes, enable interoperability and deliver data at the speed

of maneuver to the precise point of need. One of the network’s
key requirements is that it can be used as a weapon—and data
truly is its ammunition.

CECOM: THE FOUNDATION

OF NETWORK SUSTAINMENT

The U.S. Army Communications-Electronics Command
(CECOM), a life cycle management command of the U.S. Army
Materiel Command, plays a critical role in the success of the
Army’s current and future network. CECOM sustains the Army’s
vast portfolio of command, control, communications, comput-
ers, cyber, intelligence, surveillance and reconnaissance (C5ISR)
systems. These hardware and software systems form the back-
bone of the tactical network, the part of the future network that
CECOM is currently responsible to sustain.

To execute that mission, CECOM is heightening its focus on
cross-life-cycle engagement, which remains a core fundamental
of sustainment even with the introduction of new technologies
on the tactical network. The Army has long understood that 55
to 70 percent of a program’s life cycle cost is in the sustainment
tail. Given that large cost, effective planning for sustainment
must begin when system requirements are being defined. That
takes active planning and cooperation with organizations across
the Army enterprise.

CECOM works closely with Army Futures Command’s Network
Cross-Functional Team; the Office of the Assistant Secretary
of the Army for Acquisition, Logistics and Technology; the
U.S. Army Training and Doctrine Command; the Army chief

SUSTAINMENT CENTRAL

Tobyhanna Army Depot is the Army's
organic industrial C5ISR sustainment
cenfer. It repairs, resets, overhauls,
fabricates, engineers, upgrades and
provides worldwide support for the entire
fleet of C5ISR systems. (U.S. Army photo
by Thomas Robbins)
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information officer/G-6; and others to
define sustainment requirements early in
the technology life cycle. We also help
program executive offices include sustain-
ment language in contracts and create life
cycle sustainment plans for fielded systems.

However, the introduction of the tacti-
cal network and the return of great
power competition bring significant new
demands for speed and rigor. In addition
to heightening our focus on life cycle
engagement with program executive
offices and other Army technology organi-
zations, we are challenging the status quo
to redesign network sustainment from the

ground up.

THE OLD WAY

For much of the last 18 years of combat,
the Army operated under the force gener-
ation model, which offered generous
180-day periods for whole-unit reconsti-
tution and equipment reset. Under this
system, it could take up to six months for
CECOM to overhaul and return network
equipment, using 26 different sources of
repair.

This met the Army’s need for C5ISR
sustainment during asymmetric combat
operations in Iraq and Afghanistan.
But it led to increased costs, long repair
turnaround times when units would be
without needed equipment, and a general
decrease in readiness to fight a near-peer
adversary. In a multidomain, unpredict-
able conflict against a well-equipped
enemy, this approach would put Soldiers’
ability to fight and win—and their very
lives—in serious jeopardy.

So we've taken a hard look at ourselves to
drive reform and introduce new capabil-
ities in several key areas—our “new way”
of doing business. This new approach to
sustainment is nested with the Army’s
effort to accelerate technology insertion

and close critical gaps by fielding new
capability sets on a two-year basis. These
technology sets build on one another, are
infused with commercial solutions, and
are informed by Soldier-led experimenta-
tion. This provides flexibility to augment
and integrate information technology
capabilities as they emerge from indus-
try. Sustainment efforts are adapting to
support this approach.

INCREASING SUPPLY
AVAILABILITY

CECOM’s No. 1 priority is supply avail-
ability—getting the right part to the
right place at the right time—and we are
making steady progress toward our 100
percent goal. For example, in FY17, supply
availability was at 77 percent, but by the
end of FY19, it will be 93 percent.

A key part of our supply availability
strategy is pricing contracts in advance,
based on forecast needs, and moving to
longer-term, 10-year contracts for key
parts—we will have six such contracts
by the end of this fiscal year. These
contracts procure from multiple supply
sources, and include language for surge
production and expedited delivery in
case contingencies arise.

Back orders are a sister metric to supply
availability and a key indicator of the
health of CECOM supply operations.
Thanks to similar disciplined reform, we
have brought back orders down from more
than 8,000 in FY17 to slightly under
3,900 this fiscal year.

IMPLEMENTING

REPAIR CYCLE FLOATS

Today, the Army has transitioned away
from the force generation model to the
sustainable readiness model, which is
designed around 90-day prepare modules.
Given this change, CECOM is aggres-

sively pursuing repair-cycle floats to get

THE NETWORK AT WORK

A Soldier uses a network device on

the Integrated Tactical Network during

a livefire exercise in Germany. The
Army’s tactical network encompasses a
huge number of devices, products and
technologies, all of which require regular
maintenance and repair. (U.S. Army photo
by Spc. Joshua Cofield, U.S. Army Europe)

equipment back to units as quickly as

possible.

The idea is simple: Maintain pools, or
“floats,” of ready-to-issue replacement
systems to reduce turnaround times to
practically nothing. In FY18, CECOM
created the Army’s first-ever float pool
with 36 Satellite Transportable Termi-
nals, Forces Command’s highest-priority
C5ISR system. That same year, we built
floats across six systems totaling 215 units,
and in FY19, that has risen to 13 systems
totaling 319 units.

REDUCING REPAIR

CYCLE TIMES

CECOM is laser-focused on reducing
repair cycle times to get network equip-
ment back in the field faster. For example,
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in the fourth quarter of FY17, it took
an average 162 days to repair a Satellite
Transportable Terminal at Tobyhanna
Army Depot, CECOM’s organic indus-
trial facility in Tobyhanna, Pennsylvania.
By the second quarter of FY19, that was
down to 40 days.

Tobyhanna Army Depot has driven this
improvement with workflow reforms and
data-driven decision-making. In fact, its
Performance to Promise, a broad, cross-
metric measure of depot performance, rose
from 49 percent in FY15 to 93 percent
in FY19. This also enabled the depot to
increase its capacity for major system
repairs, which rose from 184 in FY17 to
300 in FY19.

BRINGING DEPOT
MAINTENANCE FORWARD
Another pillar of the CECOM sustain-
ment strategy is to move depot-level
maintenance and repair capabilities closer
to where units are stationed. So in FY18,
CECOM stood up Tobyhanna depot
forward locations in Korea and Europe.
Meanwhile, three depot forward locations
in the continental U.S. are coming online
this fiscal year.

By providing more immediate access to
repair expertise and services, these facili-
ties can help extend C5ISR system life by
an average of five to seven years.

CLOSER TO THE USER

Tobyhanna Army Depot's forward repair
facility at Joint Base Lewis-McChord,
Washington, brings depotlevel repair
and overhaul capabilities closer to Army
units. Plans call for three forward repair
depots to open in the United States

this fiscal year. (U.S. Army photo)

SUPPORTING SOFTWARE

Of course, tactical network hardware
cannot operate without underlying soft-
ware, sustainment of which is a core
part of CECOM’s mission. Accord-
ingly, CECOM’s Software Engineering
Center has heightened its focus on elec-
tronic patching, or e-patching, mission
command systems that have moved into
sustainment. E-patching plugs vulnera-
bilities in a fast and secure environment,
as opposed to manual delivery and instal-
lation via CD. This supports the tactical
network objectives of increasing network
resiliency and reliability by 2028.

Depending on bandwidth requirements
and network availability, e-patching is
not always viable for certain systems or
for units deep in the field. But as much as
possible, CECOM is increasingly making
it the norm. From e-patching just eight
of the 33 systems that were capable of
being e-patched in FY17, we anticipate
e-patching 24 systems by FY20.

TRANSFORMING
CONTRACTING

Transforming contracting is a cornerstone
of CECOM’s reform platform. Specifically,
CECOM has focused on consolidating
software contracts for common functions
to find efliciency and save money. We are
consolidating 43 such contracts to 34 by
the end of this fiscal year.

We are also bringing together sustainment
support for enterprise resource planning
programs—business management plat-
forms that track and manage financial,
inventory and manufacturing data—
under a unified contract to be awarded
in December 2019. And we are bridging
hardware and software sustainment under
a major unified field support contract to
be awarded by the fourth quarter of FY20.

TAKING OUT ‘INSURANCE’

A brand new concept, data escrow, is
another exciting contracting initiative.
Under certain circumstances, CECOM
may need to secure technical data and
intellectual property from manufactur-
ers. However, this could be enormously
expensive.

To address the expense, CECOM is exper-
imenting with technical data escrow
accounts, set up at the time contracts are
signed. These storage accounts give third
parties oversight and control of data in
a virtual lockbox. They act as insurance
policies in case of company bankruptcy,
system failure, individual hardware parts
becoming unavailable, or other unex-
pected events. In such cases, CECOM
could negotiate to access technical data
at a far lower price than it would cost to
buy it outright. We have implemented an
escrow account in one software contract
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thus far, and we are laying the ground-
work to establish this as common practice.

SUSTAINING COMMERCIAL
TECHNOLOGY -5,3,1

For the acquisition and technology
community, perhaps the most important
network sustainment numbers to remem-
ber are five, three and one.

Faced with a mandate to modernize,
program executive offices often turn to
commercial C5ISR technologies and
nonstandard equipment to replace legacy
program-of-record systems. The manufac-
turers warranty these systems, but there
is huge variation in warranty durations,
conditions and pathways for Soldiers to
secure repairs or replacements. To address
this challenge, CECOM is borrowing a
model the U.S. Army Special Operations
Forces Support Activity uses to rapidly
exchange non-mission-capable systems
that are under warranty.

Five refers to the five-year warranty the
Army will pursue for all new commercial
off-the-shelf products and nonstandard
equipment. Three refers to the Year 3 deci-
sion point, when the Army will decide if
it will sustain the equipment’s use after
the initial warranty period. If yes, it will
decide what entity will be responsible for
sustainment—in most cases, CECOM,
and in others, program executive offices—
and establish a lasting supply chain. If no,
it will divest the system.

One refers to the central warranty
exchange: Tobyhanna Army Depot and
its more than 40 forward locations around
the world. In the future, Soldiers will be
able to hand off any C5ISR commer-
cial off-the-shelf product or nonstandard
equipment that’s still under warranty to
any Tobyhanna representative, who will
send it through the warranty exchange
process. The five, three, one concept s still

REPLACEMENTS AT THE READY

A Soldier operates a Satellite Transportable Terminal at Camp Roberts, California.
CECOM created the Army'’s first-ever repair cycle float pool of 36 terminals

to make repair turnaround on systems like these nearly immediate. (U.S. Army
photo by Maj. W. Chris Clyne, 41st Infantry Brigade Combat Team)

in the planning stages, but we are excited
about its potential.

CONCLUSION

This web of connected strategies and
initiatives is crucial to sustain the future
tactical network in a complex, symmetric
combat environment. If we fail to drive
innovative reform and plan for tactical
network sustainment right now, the risk

is threefold.

First, because sustainment is inherent to
the network’s design, fielding and oper-
ation, the envisioned network of 2028
may not materialize, or it may fail to meet
the Army’s warfighting needs. Second,
with underequipped units waiting on
key C5ISR systems stuck in long repair
turnarounds, critical data communica-
tions and intelligence would be slowed
or prevented from moving where Soldiers
need it. And third, the Army would lose
opportunities to collect and analyze data
and glean insights to make better strate-
gic and business decisions.

Ultimately, we owe it to the Soldiers who
depend on C5ISR network equipment
and reliable data transmissions to succeed
in these efforts at all levels. With their
mission and lives at stake, we will not rest
in pursuing our mission of empowering
the Soldier with sustained C5ISR readi-

ness, anytime, anywhere.

For more information, go to https://
www.cecom.army.mil.

MA]. GEN. RANDY S. TAYLOR served
as commanding general of CECOM and
senior commander of Aberdeen Proving
Ground, Maryland, from April 2017
to June 2019. In that role, he was the
US. Army’s C5ISR materiel integrator,
responsible  for
readiness by providing sustainable global
C5ISR support. For his next assignment, he
has been selected to serve as chief of staff at
U.S. Strategic Command.

enabling  warfighting
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FLEET MANAGEMENT

Soldiers from the 3rd Brigade Combat Team, 25th ID frain on" _

a Tactical Communication Node - Lite (TCN Lite) at Schofield
Barracks, Hawaii, in September 2018. “We need reliable access
to network services to enable the commander to make decisions -
based on information across every warfighting function,” said Lt.
Col. Malcom Bush, assistant chief of staff, G-6 for the 25th ID, and
on-the-move tactical network equipment like the TCN Lite increases
the unit's survivability. (U.S. Army photo by Amy Walker, PM
Tactical Network/PEO C3T Public Affairs)
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SYNCHRONIZATION
IS KEY

Training and fielding network
modernization requires a fully unified
effort to ensure force readiness with
the least possible disruption.

by Brent Smith, Lawrence Holgate and Amy Walker

o retain technological advantage over peer and near-peer adversaries,

the Army must continually improve its ability to share data across

the network—from the foxhole to the Pentagon. In support of that

objective, the service conducted training and fielding of multiple
new network transport capabilities across the 25th Infantry Division (ID), at
Schofield Barracks, Hawaii, in three months.

Fielding numerous capabilities across a division in a short window of time
provides distinct advantages: It saves resources, money and time for all stake-
holders involved, and provides the unit ample time to train on the capabilities
in operational exercises before they go on real-world missions. However, even
more than other fielding efforts, it also requires a fully synchronized and unified
approach to ensure force readiness with the least possible disruption to the units.

The Project Manager (PM) for Tactical Network, assigned to the Program Exec-
utive Office for Command, Control and Communications — Tactical (PEO
C3T), fielded the new network communications equipment to enhance the
division’s ability to exchange data and increase its operational flexibility, agil-

ity and the ability to “fight tonight.”

Looking ahead, PM Tactical Network continues to plan, synchronize and

< execute unified fielding efforts across the force, including the 82nd Airborne
e “t“ Division, 3rd Infantry Division and 1st Armored Division. As technology
S advances, the organization will continue to conduct unified fielding efforts
\\\ to efficiently and effectively modernize tactical network transport capability
Sl

across the force.
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EXPEDITIONARY,
MOBILE, SIMPLIFIED,
RESILIENT

U.S. Pacific Command (PACOM)
“encompasses smaller, disparate land
masses with great distances of
water between them,” said Maj.
Grant Bramlett, communications
officer for 3rd Infantry Brigade
Combat Team (IBCT), 25th ID.
“Due to the expanse and nature of
the PACOM environment, it is
imperative that the communica-
tions capabilities at every echelon
be lightweight, simple to use and
durable. The fielding of this new
equipment allows us to retain
that operationally ready state as
it extends and strengthens our
lines of communications and, in
parallel, reduces the amount of
equipment necessary to be imme-
diately lethal upon arrival.”

These new systems included
the Modular

Node — Advanced Enclave, a more expe-

Communications

ditionary solution to exchange intelligence
data; Coalition Network Extension Pack-
ages, which enable coalition network data
exchange; and Secure Wi-Fi, which enables
the network to come up in minutes versus
hours of installing cables in a command
post. Systems also included the Global
Broadcast System, which provides one-
way transmission of large data files like
maps and video; and an improved battle-
field video teleconferencing capability.

These systems were fielded to 25th ID
units from January to March 2019 at
Schofield Barracks, Hawaii. Additionally,
as requested by the unit, PM Tactical
Network fielded the inflatable Transport-
able Tactical Command Communications
(T2C2) satellite terminals to the unit
ahead of schedule, in November 2018, at
the same location. T2C2 can be jumped

on the backs of paratroopers or air-
dropped to support initial entry missions,
and it can be used in more mature oper-
ations to provide network connectivity at
the tactical edge.

PM Tactical Network cross-
trained engineer teams that
can now support multiple
capabilities and a more
unified network, reducing
the number of engineers
and fielders that it needs to
send to a fielding site.

“Prior to this fielding, legacy network capa-
bility offered somewhat of a ‘one size fits
all’ capability, not always conducive to the
roughest of terrains,” Bramlett said. “This
tool suite allows us to plan and prepare
for a wider variety of mission sets, as we
are now able to tailor our communication
capabilities to our actual needs.”

Ahead of this fielding effort, the 25th ID’s
headquarters and two IBCTs exchanged
their legacy at-the-halt tactical network
equipment for enhanced on-the-move
configurations. PM Tactical Network
not only reduced system complexity and
increased the reliability of these network
vehicle integrations, but it also reduced
the size, weight and power, making them
more expeditionary. These enhancements
include the modernized Tactical Commu-
nications Node — Lite and Network
Operations and Security Center — Lite;
and the Next Generation Point of Presence

and Next Generation Soldier Network
Extension.

“As America’s Pacific division, the 25th

Infantry Division continuously engages
and trains with partners across
the Pacific region,” said Lt. Col.
Malcom Bush, assistant chief of
staff, G-6 for the 25th ID. “The
division stands ready to deploy
anywhere in the world to conduct
operations ranging from humani-
tarian assistance and disaster relief
to decisive action in support of
unified land operations. We need
reliable access to network services
to enable the commander to make
decisions based on information
across every warfighting func-
tion. The [on-the-move tactical
network equipment] allows for
the dispersion of those warfight-
ing functions, which increases our
survivability.”

UNIFIED AND
SYNCHRONIZED

PM Tactical Network synchronizes
network fielding efforts across the PM and
PEO C3T to see where it can combine
efforts and resources to increase efficien-
cies as much as possible. To begin the
fielding process, the PM receives initial
direction to field a unit from Department
of the Army G-3/5/7 and PEO C3T. The
Army facilitates the Mission Command
Modernization Priority List, signed by
its director of force modernization. Part
of that document is the agreement with
the Army service component commands,
Army National Guard and Army Reserve
that they can support fielding to the units
on the list.

The priority list doesn’t specify exactly
when a unit will receive equipment, but it
identifies which units should receive a new
capability sooner based on operational
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ONE MORE ROUND

Soldiers assigned to the 25th ID fire an artillery round during Operation
Lightning Strike 2019, a joint, live-fire exercise conducted in April in Hawaii.
Units from the 25th ID will take part in additional operational training exercises
this year to test new tactical network communications capabilities, and PM
Tactical Network has adopted a synchronized fielding approach to support
those exercises. (U.S. Army photo by Pvt. Lawrence Broadnax, 25th ID)

need for that particular year. Commanders have short windows
of time to be fielded with new technology and make it work
seamlessly within their battle rhychm. It’s up to the PEO and
PM to work with the units to find enough time on the calendar
that doesn’t interfere with a unit’s training exercises or mission
support. Once the dates are lined up, the PM tries to maximize
economies of scale by fielding as many systems as possible that
are ready and can be configured in a unified manner, so units are
disturbed only once, or as few times as possible.

PM Tactical Network not only looks at unit availability, but also
works with the unit to define the availability of different military
operational specialties. If it can get enough specialties to train in
the same window, the PM can field and train multiple capabili-
ties for that unit simultaneously.

Today, the Army builds systems-of-systems that are interlayered
and interconnected. With this in mind, PM Tactical Network
cross-trained engineer teams that can now support multiple
capabilities and a more unified network, reducing the number
of engineers and fielders that it needs to send to a fielding site.
To further increase efficiencies and decrease the burden on units,
the fielding site leads and field engineers supporting the program
office are stationed at selected active Army posts across the coun-
try, enabling them to more easily engage units during fieldings
and help synchronize modernization efforts, providing stability
and continuity.

During integrated process team meetings, the PM Tactical
Network fielding team, together with members of the PEO C3T
Readiness Management Division, work together to overcome
challenges and to synchronize current and future system and
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SYNCHRONIZATION IS KEY

ALL-HANDS MEETING

Soldiers from the 2nd Brigade Combat Team, 25th Infantry Division support a
Secure Wi-Fi risk reduction event in August 2016. Using the Secure Wi-Fi capability
instead of cabling reduces the time it takes to set up and tear down a command
post from hours to minutes, increasing maneuverability and operational flexibility.
(U.S. Army photo by Amy Walker, PM Tactical Network/PEO C3T Public Affairs)

technical insertion fielding and training efforts, shipping, unit
hand receipts, unit deployments and other efforts. Schedules
change frequently, and one change can cascade into several more.

For this reason, the PM holds both monthly integrated process
team meetings and biweekly scheduling meetings, and it part-
ners with Department of the Army G-3/5/7 and PEO C3T for
the weekly mission command synchronization meetings. These
meetings ensure that staffs and teams are synchronized to meet
priorities on the Mission Command Modernization Priority
List or are adapting to approved changes based on PM Tactical
Network’s production allocations.

Fieldings are planned for and synchronized months, sometimes
years, in advance, again to avoid disrupting the unit’s compet-
ing operations or requirements. As such, a fielding will include
multiple in-person meetings or teleconferences between units,

their higher commands and the program managers, and that
contact will increase in frequency as the established date draws
near, Bramlett said.

“This allows all involved parties to repeatedly assess and respond
accordingly to any issues or changes to the fielding timeline, be
they unit-driven, a sourcing issue or a change in fielding priori-
ties,” Bramlett said.

As the fielding date or period gets closer, unit commanders and
their staff members take part in meetings and briefings so that
by the actual start, all are well-versed in what they are receiving,
and how and why. For prolonged fieldings, progress meetings are
conducted between the unit and program managers to ensure
continuity of efforts. At the end of the fielding, the unit partic-
ipates in an after-action review with the PM to go over any
lingering questions, issues or challenges that may have surfaced
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from the fielding or were not previously
addressed, Bramlett said.

IT°’S ALL ABOUT READINESS

The Army works from the sustainment
readiness model, which comprises three
phases: prepare, ready and mission. When-
ever possible, the Army prefers that new
equipment be fielded and trained during
the prepare phase, to allow plenty of time
for units to become proficient. A large part
of funded PM fielding efforts is compre-
hensive new equipment training, which
ensures that units are ready to use the
systems in an operational environment.

Following the PM-provided new equip-
ment training, there must be enough
time allocated for units to further train
with systems during operational train-
ing exercises. It’s important for combat
commanders to rigorously and frequently
repeat these training scenarios so that the
units can be ready to support contingen-
cies whenever called upon.

Fielding numerous
capabilities across

a division in a short
window of time
requires a fully
synchronized and
unified approach to
ensure force readiness
with the least possible
disruption to the units.

The 25th ID units will employ the new
tactical network communications capa-
bilities in multiple operational training
exercises this year, including Lightning
Forge at Schofield Barracks and its combat
training center rotation at the Joint Readi-
ness Training Center, Fort Polk, Louisiana.
Units also will use the equipment during
smaller exercises and events.

“We train as we fight, and we remain
ready by practicing as often as possi-
ble, and this includes the employment of
mission command as a system,” Bramlett
said. “One of the biggest challenges for
units is how to meet all of their personnel,
equipment and training requirements for
a successful fielding, while remaining at
an acceptable readiness state and [allow-
ing] for the continued training in other
pivotal areas.”

CONCLUSION

Along with unification and synchroniza-
tion, fielding efforts also require flexibility
to veer away from set plans if necessary to
support unexpected operations. Although
most fieldings are planned well in advance,
sometimes the PM must support immedi-
ate special requests based on operational
need. For example, the 25th ID requested
that one of its units be fielded with the
T2C2 in November, versus later in the
year, to support an unexpected mission,
so PM Tactical Network quickly rear-
ranged and customized plans to support
this Army priority.

In the end, the equipment is meant to
improve readiness and to help units
connect and communicate as quickly as
possible. As U.S. forces face increasingly
capable enemies in multidomain battles,
they need to be armed with a modernized
network that is easy to use, resilient, expe-
ditionary and mobile.

“The adversaries that we face in the near
future are planning and preparing against
the entirety of our force,” Bramlett said.

“A long, slow buildup of strength [on the
battlefield] is not an option in this type
of conflict. Our ability to conduct effec-
tive mission command will be determined
by the equipment we can carry with us.”

For more information, go to the
PEO C3T website ar http://
peoc3t.army.millc3t/ or contact the PEO
C3T Public Affairs Office at 443-395-6489
or usarmy.APG.peo-c3t.mbx.pao-
peoc3t@mail.mil.

BRENT SMITH is the Readiness
Management — Division chief for PM
Tactical Network. He has a B.S. in biology
from St. Bonaventure University. He is
Level III certified in logistics and Level IT
certified in program management, and is a
member of the Army Acquisition Corps. He
is also a DOD Acquisition, Technology and
Logistics Key Leadership Position Board
certified product support manager.

LAWRENCE HOLGATE is the fielding
manager for PM Tactical Network. He has
an M.S. in logistics management from the
Florida Institute of Technology and a B.S.
in geology from Penn State University. He
is Level I11 certified in life cycle logistics and
is a member of the Army Acquisition Corps.

AMY WALKER has been the public affairs

lead at PM Tactical Network for the last
10 years and was the public affairs lead ar
PEO C3T for the previous two. She has
covered a majority of the Army’s major
tactical network transport modernization
efforts, including Army, joint and coalition
frelding and training events worldwide. She
holds a B.A. in psychology, with emphasis
in marketing and English, from the College
of New Jersey.
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CASSANDRA K.
SIMMONS-BROWN

COMMAND/ORGANIZATION:

Business Analytics and Audit Management,
Joint Program Executive Office for Chemical,
Biological, Radiological and Nuclear Defense

TITLE: Director

YEARS OF SERVICE IN WORKFORCE:
15 (9 with the Army; 6 with Defense
Threat Reduction Agency)

CERTIFICATIONS: DAWIA Level Ill in
program management, financial manage-
ment and business — cost estimating; Level

Il in financial management; SAP Certified
Associate in Business Process Integration with
Enhancement Package 6; Certified Defense
Financial Manager — Acquisition; member,
American Society of Military Comptrollers

EDUCATION: M.A. in public administra-
tion, University of Maryland University
College and Bowie State University; B.A.
in political science, Marymount University

AWARDS: Defense Acquisition Workforce
Individual Achievement Award for Financial
Management; Army Achievement Medal
for Civilian Service (2); Undersecretary of
Defense (Comptroller) Financial Manage-
ment Award for Individual Achievement in
Improving Financial Management Systems

BIG DATA = BETTER DECISIONS

he phrase “big data” means lots of things to lots of people, but for

Cassandra Simmons-Brown, it’s an important tool for reducing redun-

dant business activities, cutting overhead costs and improving fiscal

accountability—all of which lead to making better-informed decisions
that ultimately benefit warfighters and taxpayers.

Simmons-Brown is director of Business Analytics and Audit Management at the
Joint Program Executive Office for Chemical, Biological, Radiological and Nuclear
Defense (JPEO-CBRND). She oversees the execution of a diverse portfolio of CBRN
defense projects valued at approximately $1.7 billion a year, across four funding
sources: the military services, the Chemical Biological Defense Program, foreign
military sales and Nuclear Matters, a program within the Office of the Assistant
Secretary of Defense for Nuclear, Chemical and Biological Defense Programs, which
coordinates modernization and sustainment of the U.S. nuclear weapons stockpile
and handles nuclear counterterrorism and counterproliferation issues.

Those funding sources cover multiple appropriations—research and development,
procurement, and operations and maintenance, for example—across multiple
accounting systems, including the Army’s General Fund Enterprise Business System
(GFEBS), the Defense Enterprise Accounting and Management System and Navy
Enterprise Resource Planning, the Navy’s financial system of record.

Those systems are more than just acronyms: Harnessing new tools in analytics,
they put data from a lot of disciplines—finance, budget, program management,
contracts and logistics—into one place. “Previously, those datasets were stovepiped
and not congruent, making it difficult to make an informed decision,” Simmons-
Brown said. “But with the new tools we have, we can see so much information in
one place: contracts, invoices, which congressional districts received funding, for
example, and leverage that to make better decisions. For example, maybe there’s a
radiological device that we could provide to every warfighter. But do we need to
purchase that many? With the systems that are now in place, we can determine
the number of forces working on missions that would require it. Or, when we're
considering vaccine production, we can determine more precisely how many doses
we would need and when, and how much it would cost to store it.”

Simmons-Brown has been in acquisition since 1991, first as a contractor supporting
several organizations, and then with the Defense Threat Reduction Agency (DTRA).
She joined the Army Acquisition Workforce in 2010 as the business finance manager
at JPEO-CBRND’s Joint Project Manager for Information Systems, then joined
headquarters to lead the implementation of GFEBS. “What appealed to me was
being a part of a team that helps maximize the Army and DOD’s buying power to
provide products and capabilities to our fighting forces,” she said.

Simmons-Brown has received several awards over the course of her career, including
the Defense Acquisition Workforce Individual Achievement Award for Financial
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AWARD WINNER

Undersecretary of Defense for Acquisition and Sustainment
(USD(A&S)) Ellen M. Lord gives Simmons-Brown the 2018
Workforce Individual Achievement Award. (Photo by Dirke
Williams, Office of the USD(A&S))

Management in 2018. For her, the most meaningful award is the
first one she received: the Undersecretary of Defense (Comptrol-
ler) Financial Management Award for Individual Achievement in
Improving Financial Management Systems, for her work to imple-
ment a system “that bridged budget and accounting at DTRA in
2005,” she said. “At that time, we were still a very paper-driven
organization, and processing documentation took forever. But we
implemented a tool that made it possible to track requirements,
expenditures, payments—it represented a paradigm shift from
paper to technology for decision-making.”

That shift isn’t the only one she has seen. “I remember the first
changes to reform acquisition and break down bureaucracy in
1995. We're still making changes and looking to streamline
processes even further. Policy changes and new requirements
mean that the workforce is now more diversified in terms of
the areas we need to learn about. It’s no longer just having a
finance background; you need experience in contracting, program
management—it’s all interconnected. Years ago, a logistician just
handled logistics. Now, they’re involved in a logistics property
audit, which requires background in several different areas.”

Simmons-Brown noted that she’s fortunate that JPEO-CBRND
“promotes programs and opportunities such as Army’s Civilian
Education System, Senior Enterprise Talent Management and
developmental assignments.” Among the most valuable she has
completed is the Civilian Education System Advanced Course.
“That course provided me tools to develop my team and personal
insight about how my values align with the Army and DOD,” she
said. “What I learned helps me empower employees to make deci-
sions at their levels, to build coalitions and ultimately answer the
increasing demands for reliable business, financial and account-
ing data.”

If there’s one thing she regrets, it’s not taking advantage of the
Civilian Education System programs earlier. “I should have paid
more attention to developing ‘soft skills—critical thinking, active
listening and the ability to influence or persuade others—along
with my technical skills eatlier in my career,” she said “The soft
skills mattered most when leading and developing the acquisition
workforce, influencing and changing culture, and transforming
business processes. I earned my degrees and technical certifi-
cations, but then had to circle back to enhance my soft skills.”

She’ll add more tools to her arsenal over the next few months,
departing JPEO-CBRND in July to attend the acquisition course
at the Dwight D. Eisenhower School for National Security and
Resource Strategy. She’s hoping the course helps her further
strengthen the leadership skills needed to transform budgeting,
financial systems and audit management. “I believe that I can
improve budgetary and financial ERP [enterprise resource plan-
ning] systems to capture true cost of defining, acquiring and
fielding equipment and capabilities to protect our forces. Improv-
ing financial stewardship and accountability across the Army
and DOD will allow decision-makers to efficiently allocate our
scarce resources.”

In addition to working to develop her own career, she mentors
junior acquisition personnel. One of the ways she helps is to create
a snapshot—"“Where are you now, where do you want to go, and
what’s stopping you from getting there? It helps the individual
identify and understand their personal or professional gaps and
map out a plan of actions and milestones.” Also important, she
said, are leaders who take the time to develop junior personnel
“no matter how busy the day is. It’s vital that we take time to
invest time in mentoring and coaching to develop the workforce
that’s coming up behind us.”

—SUSAN L. FOLLETT
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LEARNING ON THE GO

Project Manager [PM) Tactical Network is providing new equipment training
~on Transportable Tactical Command Communications — Heavy {T2C2-H)

for the 50th Expeditionary Signal Battalion = Enhanced (ESB-EJ at Fort - -
Bragg, North Carolina. The Army is piloting a scalable, more'agile version
of its ESBs, and is fielding the 50th ESB-E with a new-network equipment
package that is- much lighter. and easier to deploy: compared with that of
traditional ESBs. (Photo'by Amy Walker, PM Tactical Network Public' Affairs)
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Fourth in a series of articles on how

the U.S. Army Combat Capabilities
Development Command is supporting the
Army’s six modernization priorities.

by Maj. Gen. Cedric T. Wins

small formation of Soldiers is dropped in the middle of a mega-

city as drones swarm overheard, sending a video feed of the

area to a global telecommunications system where command-

ers analyze the information. The Soldiers move quickly, sending

images through the scopes on their weapons back to teammates who are

several kilometers away. The teammates view the information on their heads-

up display and get orders to send out a call for fire, and the delivered rounds

accurately hit the target without harming nearby civilians. The enemy can’t

“see” the Soldiers because their electromagnetic signature is low, and its
attempts to jam the Soldiers’ radios are unsuccessful.

While this scenario is futuristic, it portrays how coming battles may be
fought. It also shows the importance of the network as the connective tissue
that provides Soldiers with the ability to see and hear as they execute the
basics of move, shoot and communicate.

To prepare for future battles, the Army is ensuring that Soldiers are ready
and armed with the latest technology. The driving force behind this modern-
ization effort is the U.S. Army Futures Command, which was created to
streamline modernization efforts and field new equipment and capabilities
more quickly to Soldiers. As the Army’s primary science and technology
(S&T) arm, the U.S. Army Combat Capabilities Development Command
(CCDQ), which is part of Army Futures Command, is uniquely positioned
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to help shape future concepts and to
synchronize and integrate S&T across
the future force.

CCDOC consists of seven centers, the U.S.
Army Research Laboratory (ARL) and
a team of scientists and engineers who
discover, develop and deliver near-, mid-
and far-term technology; conduct research
and experimentation in state-of-the-art
infrastructures, using advanced labs and
equipment; and have a long history of
working with hundreds of domestic and
international academic and industry part-
ners to solve some of the Army’s toughest
problems.

One of the key efforts that we are focusing
on is the network. We need to ensure that
it is reliable, expeditionary, mobile, cyber-
hardened and simple to use.

The Army conducted an assessment to
d